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1
Decision/action requested

This contribution proposes a new solution for the Remote UE to retrieve discovery keys to be able to discover UE-to-network for a specific Relay Service Code. 
2
References

 [1]
3GPP TR 33.847 "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)"
[2]
3GPP TR 23.752 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)"
3
Rationale 
This contribution proposes a new solution for the Remote UE to retrieve discovery keys in different PLMN’s to be able to discover UE-to-network relays in different PLMN’s for a specific Relay Service Code.

4
Detailed proposal

It is proposed to add the new solution to the study in [1].

**** START OF CHANGES ****
6.X
Solution #X: Discovery procedures for UE-to-network relays

6.X.1
Introduction

This solution describes how the Remote UE and the UE-to-network relay retrives the discovery keys for the corresponding Relay Service Code. This solution addresses key issues #2 and #10.
NOTE: This solution requires Remote UE to be in coverage to obtain the discovery keys.  
Editor’s Note: The architecture of this solution needs to be aligned with SA2.
6.X.2
Solution details
6.X.2.1
Commercial applications are dependent on the VPLMNs

When the commercial applications are dependent on the VPLMNs (Visiting PLMN), i.e. the Remote UE only connects to the relays (i.e. UE-to-network relays) that are being served by some specific PLMNs, the Remote UE sends key request to the 5GDDNMF of its HPLMN and provides a list of VPLMNs, then its 5GDDMNF (5GDDNMF of the Remote UE) will contact the 5GDDMNFs of the VPLMNs to get the discovery keys. The UE-to-network relay gets the discovery key in the same way as the Remote UE. The procedures are shown below:
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Figure 6.X.2.1-1: Discovery key provisioning (Commercial applications are dependent on the VPLMNs)
Step 0: The Remote UE connects to the network and get authorized to be a Remote UE. The Remote UE also gets the address of the 5GDDNMF of its HPLMN.

NOTE: Whether the Remote UE ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the Remote UE is for SA2 to decide.  

Editor’s Note: The list of potential VPLMN’s to obtain discovery keys from could for example be provisioned to the Remote UE from the PCF as well as Remote UE searching frequency, cell selection etc. But there could be other options as well and this is FFS.
Step 1: The Remote UE establishes a secure connection with its 5GDDNMF of the Remote UE of its HPLMN. The Remote UE ID is authenticated and authorized by the 5GDDNMF of the Remote UE. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 
NOTE: The VPLMN DDNMF needs to trust that the HPLMN DDNMF has performed the authorization of the Remote UE to use this relay service. 
Step 2: The Remote UE sends the key request to its 5GDDNMF of its HPLMN to get the discovery key. The key request includes at least the following information: the list of PLMN IDs that the Remote UE will potentially visit (note that the list of PLMN IDs can also include its HPLMN ID) , the Remote UE ID, ProSe application ID and Relay service code(s).
Step 3: The 5GDDNMF of the HPLMN of the Remote UE checks if the Remote UE can consume or provide relay service in those PLMNs.
Step 4: If the check in step 3 is successful, then the 5GDDNMF in the HPLMN of the Remote UE sends the key request to the 5GDDNMF of every PLMN in the list.

Step 5: For every PLMN in the PLMN list, its 5GDDNMF receives the key request sent by the 5GDDNMF of the HPLMN of the Remote UE. The 5GDDNMF checks if the Remote UE can consume or provide relay service in the PLMN.  If the check is successful, the 5GDDNMF will generate the discovery key corresponding to the relay service code and its PLMN ID.  If the key management is done by another network function or an AF, the 5GDDNMF will contact that NF or AF to get the discovery key.
Editor’s Note: When and how often the discovery key needs to be generated requires more clarification and is FFS.
Step 6: For every PLMN in the PLMN list, its 5GDDNMF sends the key response to the 5GDDNMF of the HPLMN of the Remote UE. The key response message include at least the following information: PLMN ID, Remote UE ID, ProSe application ID, Relay service code, Discovery key.
Step 7: After receiving the key response from other 5GDDNMF, the 5GDDNMF of the HPLMN sends the key response to the Remote UE.  The key response message includes at least the following information: PLMN IDs, Remote UE ID, ProSe application ID, Relay service code(s), Discovery keys.
6.X.2.2
Commercial applications are dependent on the HPLMNs of the relays

In this scenario, the procedure for the Remote UE is the same as section 6.X.2.1. The PLMN list sent in step 1 in section 6.X.2.1 indicates HPLMNs of the UE-to-network relays that the Remote UE wants to discover. When a 5GDDNMF receives the key request, it checks if the Remote UE can discover the relay belonging to the corresponding PLMN. 

In this scenario, the procedure for the UE-to-network relay is simpler than section 6.X.2.1. The 5GDDNMF of the UE-to-network relay does not need to contact 5GDDNMFs in other PLMNs. The procedure is shown in below.
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Figure 6.X.2.2-1: Discovery key provisioning (Commercial applications are dependent on the HPLMN of the Relays)
Step 0: The UE-to-network relay connects to the network and get authorized to be a relay. The UE-to-network relay also gets the address of the 5GDNNMF of its HPLMN and the Relay Service Code.

NOTE: Whether the Remote UE ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the UE-to-network relay is for SA2 to decide.  

Step 1: The UE-to-network relay establishes a secure connection with its 5GDDNMF of the UE-to-network relay of its HPLMN. The UE-to-network relay ID is authenticated and authorized by the 5GDDNMF of the UE-to-network relay. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 
Step 2: The UE-to-network relay sends the key request to its 5GDDNMF of its HPLMN to get the discovery key. In the key request includes at least the following information: optionally its own HPLMN ID, UE-to-network relay ID, ProSe application ID and Relay service code.
Step 3: The 5GDDNMF of the HPLMN of the UE-to-network relay checks if the UE-to-network relay can consume or provide relay service in this PLMN.
Step 4: If the check in step 3 is successful, then the 5GDDNMF will generate the discovery key corresponding to the relay service code and its PLMN ID.  If the key management is done by another network function or an AF, the 5GDDNMF will contact that NF or AF to get the discovery key.

Editor’s Note: When and how often the discovery key needs to be generated requires more clarification and is FFS.
Step 5: The 5GDDNMF sends the key response to the UE-to-network relay. The key response message includes at least the following information: optionally the PLMN ID, UE ID, ProSe application ID, Relay service code, Discovery key.
NOTE: The PLMN ID in step 2 and step 5 is optional, since the 5GDDNMF know its own PLMN ID.
6.X.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END OF CHANGES ****
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